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Definitions

In this policy, unless the context otherwise requires:

I. “Information” means a resource generated from any raw data
obtained in the form of audio, texts, visual, map or orchestrated in
any form; _

2. “Data” means a source of information unprocessed and undefined

*that could be put in use;

3. “Information security” means securing information from attacks
that obliterate its integrity, confidentiality and availability while
collecting, processing, preserving and communicating;

4. “Information infrastructure” includes  telecommunication,
information communication technology, geospatial information
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. “Critical infrastructure” means a critical infrastructure tnat witl

have considerable damage on the national interest and public
safety if its information and information infrastructure security
become vulnerable to a threat;
“Computer emergence response team” means a team of dedicated
information security specialists that prepares for and responds to
information security incidents.

Acronyms
1. ICT Information Communication Technology.
2. CERT Computer Emergence Response Team.
3. NCERT National Computer Emergence Response Team.
4. R&D  Research and Development.
5.INSA Information Network Security Agency.
6. FDRE Federal Democratic Republic Of Ethiopia
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INTRODUCTION

The information revolution has dramatically increased the value and
importance of information and information infrastructures in the
contemporary world. This is due to, among other things, the reality of
globalization, rapidly changing ICT and growing dependence on
technology, the veracity of cyberspace and the expansion of local
networking and interaction. As the value of information is increasing

dramatically, it becomes difficult to ensure peace, democratization and
development without it. ,

However, with ever-increasing use of, and reliance on, information
and information infrastructure comes increased exposure, and
vulnerability, to more advanced and sophisticated information security
threats- state sponsored information security attacks, information

warfare,  cyber  terrorism,  organized crimes,  individual
hackers/crackers, and so on.

Ethiopia, is not immune from the above mentioned information
security threats and attacks. The country is vulnerable not just in
general terms, but also in its full detail. The government is therefore,
convinced that devising a coherent and comprehensive national
information security policy is one step to reduce these threats and
vulnerabilities. Although the push factors for the development of this

policy cannot be listed exhaustively, they can be summarized in the
following points.

A. Information is a valuable asset. This valuable asset can be used
for the implementation of national peace, democratization and
development programs only if it is protected from any threat;

B. It is essential to ensure the security of information infrastructures
in which information is stored, processed and transmitted;

C. Information is a weapon and target of information warfare. To
protect oneself from such warfare, safeguarding information and
information infrastructure is a prereauisite:

1 National Information Securitv nolicv
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D. Ethiopia is becoming part of the mtematlonal information

society. This comes with both opportunities and security perils.
Therefore, there is a sense of urgency to utilize the opportunities

and reduce the threats and vulnerabilities.
PART ONE

GENERAL
The Need "or and Basic Assumptions of the Policy

A. Information security is beyond ICT security. It addresses all
the issues involving the protection of information or data in
whatever format or medium it exists, the related
technologies and infrastructures used for information
processing, storage and communications.

B. Information security is an integral part of national security,
organizational security, public peace and security and the
protection of basic rights and freedoms of citizens.

C. In addition to ensuring the confidentiality, integrity,
availability,  authenticity ~and  non-repudability of
information, the policy encompasses the detection,
prevention, response, deterrence and recovery measures and
legal and technical capabilities.

D. The policy focuses mainly on govemmental institutions and
infrastructures for most of the country’s critical
infrastructures are currently operated by the government.

National Information Securitv policv
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E. As Ethiopia is becom—ing-’ part of the international

information society, it is also exposed and vulnerable to the
global information security threats. This fundamentally
challenging and dynamic issue requires, therefore, to build
technological ~capabilities, research and development
capabilities, implement international standards and best
practices, develop and implement robust policy and legal
frameworks, raise information security awareness of the
public, and develop skilled manpower to the extent and
advancement of the security threats.

. Information security is an integral part of risk management

system and business process which requires management
awareness and commitment.

. Information security is an integral part of ICT infrastructure .

development plan.

. Information security cannot be handled only from its

technological dimension. It should be understood as a
systematic security framework including the political,
economical, social, legal, technical and administrative
dimensions. The policy is, therefore, developed in a holistic
approach taking these basic assumptions in to account.
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1.5.

1.6.

Strategic Objectives
The Strategic objectives of the national information security
policy are to:

A Establish a robust legal and regulatory frameworks that can
facilitate the security of Ethiopia’s information asset and
information infrastructures;

B. Increase the awareness of all citizens regarding the value
and importance of information assets (individual,
organizational and national), the threats and vulnerabilities
on information and information infrastructures so as to
actively participate in applying security measures;

C. Promote information security education and training, foster
research and development so as 1o produce skilled
manpower and develop national capability on information
security;

D. Develop national capability to prevent information security
threats, information warfare and cyber terrorism through
the promotion and strengthening of national, regional and
international cooperation and coordinhation; and

E. Provide information security products and services based
on research and development.

Guiding Principles

Implementation of this policy will be guided by the following

general principles:

A. The Government shall provide strategic leadership and
facilitate implementation of the policy;

B. The policy is a safeguarding mechanism of constitutional
rights and freedom of citizens;

C. The policy is an integral part of the national security
policies and strategies and other operational activities of

the country;
D. -Information is a valuable asset,

National Infarmation Secnirity nalicy
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E. All information security programs and measures are based
on risk management and priority principlés; and

F. The implementation of the policy depends on the
cooperation and coordination of all stakeholders, and the
active participation of the whole society.

1.7. Government Information Security Stance

The Ethiopian government strongly believes that information
security is an integral part of national peace, democratization,
development and national security programs.

1.8. Scope of the Policy

This policy covers all data, processed and not processed
information (individual, organizational or national) regardless
of the medium used and the form they exist (be people,
documents, electronic or digital devices, signals, maps,
symbols, geospatial maps, voice, or in any other form and any
other device) and all physical and virtual information
infrastructures whereby information is collected, stored,
processed and transmitted. It applies to both physical and virtual
information security measures.

PART TWO

THE STRATEGIC FOCUS OF THE INFORMATION
SECURITY POLICY
2.1 Adopt Appropriate Legal and Regulatory
Frameworks

2.1.1. Overview

Information resources and information infrastructures of the
country are highly vulnerable to various and complicated
information threats. Unless adequate protection and security
, measures are taken, the national security, intellectual property
rights, individual privacy, government and public interests
would be at stake, and open a door for state- sponsored threat

P National Information Securitv policv
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actors, ideological and political extremists, organizced criminals,
cyber terrorists and individuals who can exploit our
vulnerability.

Having taken this in mind, the government of Ethiopia has
determined himself to enact laws and formulate appropriate
regulatory frameworks pertinent to the complicated and
dynamic nature of information security issues. The Government
is therefore committed to the following legal and regulatory
framework objectives and implementing strategies.

2.1.2. Policy Statement

Laws will be enacted and regulatory procedures adopted so as to
secure information and information infrastructures and enforce
appropriate legal measures that can deter information security
threat actors.

2.1.3. Objectives of Legal Framework

A. To prevent, deter, respond to and prosecute acts of crime
against information and information infrastructures and
thereby help the process of ensuring confidentiality,
integrity, availability and authenticity of information;

B. To criminalize any kind of attack against information and
information infrastructures so as to raise public awareness
on information security issucs:

C. To take appropriate legal actions against information
security offenders in order to reform, deter them from
committing another crime and make them a lesson to
others; and

D. To create conducive legal and regulatory environment in
the collection, storage, process and transmission of
information so as to build confidence and trust in the use of
information and facilitate domestic and foreign investment.
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2.1.3.1. Implementing Strategies

A.

. E.

Enact and enforce a comprehensive, well researched and
participatory set of substantive and procedural laws
relating to information security which are complementary
to and in harmony with national and international laws,
treaties and conventions; '

Develop the capabilities of courts, the police and public
prosecutors and establish specialized public prosecutor and
police units as and when the need arises to facilitate
implementation of the policy;

Drafting new legislations that are in tune with the
technological changes and international developments in
the area of information security to cover new trends or
threats and periodically review them in order to keep
abreast of the dynamic nature of information security
threats; .
Establish progressive training and capacity building
programs for national law enforcement agencies, judges,
prosecutors, police officers, investigators and intelligence
officers to assist them in keeping track with new
developments and threats; and

Adopt and implement data protection laws and procedures

\
2.1.4. Objectives of Regulatory Framework

A

To develop appropriatc regulatory and monitoring
framew orks in compliance with national and international
security standards and best practices and apply in all
information security measures so as to help the
information security process; and
To ensure that all information security products and
services produced domestically or imported from abroad
are_in compliance with national and international quality
standards and security tests.
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2.1.4.1. Implementing Strategies

A. Applying quality standards and security tests in all
activities relating to the provision of information security
products and services;

B. Enhance information and information infrastructure
security policies, standards and procedures in the federal
govemment, regional governments and in all critical
infrastructures;

C. Adopt and implement international information security
best practices and standards;

D. Build the capacity of concerned regulatory and
enforcement bodies.

2.2. Raise Public Awareness

2.2.1. Overview
Information security is the combination of technological,
process and human factors. As such, people are often the
weakest link in the security chain and many information
security vulnerabilities exist because of the lack of awareness.
Therefore, it can be said that lack of awareness is the biggest
vulnerability and open the door for security threats posed on
the information assets and information infrastructures. To
reduce such vulnerabilities and prevent information security
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threats, the government is highly convinced that security
awareness program is a critical component of the information
sccurity program. Considering all these issues, government
will pursue_ the following objectives and strategies so as to

improve information security awareness and develop security
culture.

2.2.2. Policy Statement

Comprehensive national information security awareness
program will be promoted so as to develop information

security and information sharing culture among all stake
holders.

2.2.3. Objectives

A. To increase and reinforce awareness of all citizens and
government institutions about the value of information and
information security, including the risks and threats
associated;

B.  To build the capacity of key information security actors
and operators; and

C. To minimize information security threats that emanate
from ignorance and negligence.

’2.;.4 Implementing Strategies

A. Conducting targeted media programs on the value of
information, importance of information security, the
growing threats presented by vulnerabilities in and threats
to information and information infrastructures, and the
mechanisms necessary for self-protection;

B.  Promote information security awareness-raising forums,

panel discussions, debates, etc and facilitate active

participation of all organizations, particularly critical
infrastructures;

C. Expand and reinforce information security organizations

outreach so that they can create and maintain situational
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2.3. Promote Information Sccurity Fducation and Training
2.3.1. Overview

Lack of trained human power on information security is

ARTECULNT 2V A2 helPloIrAm-  TICT: considered as one of the loop holes which make information and
PYEm PAAMY POh@ VLA ANeSC Yo-: (looP)-9° information  infrastructurc more vulnerable. Thus, the

government of Ethiopia believes that information security
education and training program shall be enforced.
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o’y N1 No'r PI°GA NAYY® a0 3N The information security training and education program strives
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L0 To this end, it is essential to make information security an
232. P70 ow ™ mtegr'fil part of.th.e country’s educational curriculum, .and needs
to revise the existing one. Therefore, the government 1s ready to
NAZECCOUN7T V31 PAAmMmY Pao- YA 77441 follow the following objectives and strategies to extend
PY1C1F CAIECCILNT YNNG PAICCOLNT ool information security education and training program.
ANl AanPPI°T PRIICCOLVNTY KV ADNES 2.3.2. Policy Statement

A1) CavhANAG Pov . v 5
APT APYe L110A Adequate training and education programs will be fostered to

233. 0¥ develop skilled information security human resource and
thereby support the country’s information security needs and
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AT 7984 2.3.3. Objective
A/ OAIECCUVNT LV PSS 9°CPC %711 A. To build national capability in a way that can ensure
P800 PAAMYT PA@- VLA TTPLA: information security in a strategic way through the

proliferation of information security professionals in the
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country; and
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VG TR A9 42T (L.PIN LT adequately trained information security professionals
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A. Formulate a strategy to cducate students at all levels of the

school system so that they will develop basic information

T —— N security literacy and skill for self protection;
11
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sure that information security is a built -in and integral part

of all business processes, strategies and policies in all
governmental and private organization.
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2.4. Foster National cooperation and coordination

2.4.1. Overview

As information security has international, dynamic, sophisticate
and challenging in nature, it cannot be solved by the separate

efforts of certain organizations or the government alone. On the
AF ¢o4.0 FAL ALLA: (owPry® a3 0T other hand, information security threats are shared perils of all

0916k PAIECTINT 2V7r1 AL P Idar NI+ stake holders. The government is therefore, strongly convinced
24 OOPT NowPSTo- 024 14115 €06 that protecting information and critical information
CACA PLmeP o AN AA“LPeY°T eorh AT infrastructure is a shared responsibility that can best be
QTG AALTT NovhtA PAICCOVAT LKUTrT accomplished through collaboration and synergy between

Py eLO0P 114 PIET PIMShC AL Oe government at all levels and the private sector. Therefore, the
Ao é-t ,E.'H’frl"'i-&\ - government will follow the following objectives and strategies

to ensure national cooperation and synergy.
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24.2. 2.4.2. Policy Statement

Government-private  collaborative relationships  will  be
established so as to effectively manage information security
risks and build national capability to prevent, detect, deter,

respond to, and recover from information security incidents.

2.4.3. Objectives

i A. To promote information, best practices and kr'lowlcdgc
sharing culture among governmental organizations apd
institutions so as to support the information security

process:.
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Therefore the fighting against information sccurity threats will
require international cooperation to raise awarcncss. increasc
information sharing, promote security standards, investigate and
prosecute those who engage in information security threats. and
facilitate direct foreign investment. The Ethiopian government
is committed to working with nations and international
organizations to ensure the integrity of the global information
networks that support critical economic and security
infrastructure. To promote and strengthen this international
cooperation government is determined to following objectives
and strategies.

2.5.2. Policy Statement

Recognizing the need for global collaboration on technical and
legal matters in order to curb national, regional and international
cybercrimes, organized crime, cyber terrorism and other
information security threats, Ethiopia will promote bilateral and
multilateral cooperative endeavors.

2.5.3. Objectives

A. To resolve jurisdictional issues so that prevent
international cyber crime, cyber terrorism and other related
threats;

B. To facilitate international best practice and knowledge
sharing; and

C. To promote bilateral agreements and efforts.

2.5.4. Implementing Strategies

A. Ensure that all local information security policies, laws and
regulations are complementary to and in harmony with
international laws, standards and best practices;

B. Participate actively in all relevant international information
security bodies, panels, forums, conferences and multi-
national agencies to promote national prevention of,

C. Adopt and ratify regional and international cooperative
agreements on information security issucs based on their

merits.
Y16-P CAIECOVTT LTI AN,
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2.6. Enhance R & D towards Self Reliance
2.6.1. Overview

The dynamic naturc of information seccurity requires the
continuous  development of research’ and development
capabilities in order to develop knowledge and expertise to face
new and- emerging security challenges, to produce cost-
effective, indigenous security solutions. In recognition of the
important role that R&D plays in information security the
Government, therefore, commits itself to the following specific
objectives and strategies.

2.6.2. Policy Statement

Information security products and services based on R&D will
be enhanced so as to build prevention, detection, deterrence,
response, and recovery national capabilities

2.6.3. Objectives

A. To provide national information and information
infrastructure security services and products; and

B. To develop and implement national information security
management system through internal capability.

2.6.4. Implementing Strategies

A. Strengthen and utilize the existing national information
security capabilities and use them as foundation for further
self-reliance R&D capabilities;

15 National Information Security policy
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B. Establish closer ties with the international research

community in the scientific fields which underpin
information security; '

C. Support and encourage applied research activities;

D. Support  government  and  private institutions and
laboratorics which involve in R&D and technology transfer
activitics aimed at increasing domestic competence on
information security:

k. Develop and implement appropriate management system of
cryptography products; and

F. Establish collaborative and direct
producers and service providers.

roemes ' with

2.7. Protection of Critical Information Infrastructures

2.7.1. Overview

16

Infrastructures considered critical are those physical and
information-based facilities, networks and assets, which are
vital to the nation that if damaged would have a devastating
impact on well-being of citizens, national economic strength,
national image, national defense and security, government
capabilities to function, and public health and safety.

Technological progress has lead to more automation in the
operation and control of these critical infrastructures and the
creation of a special information infrastructure. Critical
information infrastructure is the nervous system of all critical
infrastructures and hence vulnerable to 24/7 security threats
requiring 24/7 physical and virtual protection. Therefore, the
government articulates the following objectives and strategies to
protect key information infrastructure of a country.

National Information Security policy
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2.7.2. Policy Statement

17

Security measures will focused on and priority will be given to

prevent

information  security attacks against  critical

infrastructures, reduce national vulnerabilities to cyber attacks;
minimize damage and recovery time from cyber attacks that do
occur. '

2.7.3. Objectives

A.

B.

C.

To protect critical organizations and infrastructures form

information security threats.

To apply national capabilities and resources on appropriate
and critical national assets protection; and

To coordinate and integrate efforts of all information
sccurity actors.

2.7.4. Implementing Strategies

A.

Classify and prioritize critical information infrastructures
and assets;

B. Develop information security management system;
4

Undertake continuous risk assessment studics and testing
activities to evaluate reliability and vulnerability of the
infoymation 'security systems of critical infrastructures;
Make sure that all critical infrastructures have formulated
organizational information security policies, standards and
procedures in conformity with the national. information
security policy, international best practices, standards and
procedures and make an integral part of their business
process;

Ensure that secured and reliable products, services,
networks, cryptography algorism standards, communication
systems, and digital controlling systems are applied in
critical information infrastructures; :
Undertake periodic and accidental penetration tests and
information security audit to evaluate the security strength

National Information Security policy
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3.1,

networks, cryptography algorism standards, communication
systems, and digital controlling systems are applied in
critical information infrastructures;

F. Undertake periodic and accidental penetration tests and
information security audit to evaluate the security strength
and preparedness of critical infrastructures, and take
appropriate corrective measures; ‘

G. Establish CERTs in all
infrastructures; and

H. Ensure 24/7 virtual and physical protection of critical
information infrastructures.

critical institutions and

PART THREE
A FRAMEWORK FOR POLICY IMPLEMENTATION
Institutional Arrangements
In recognition of the dynamic, unpredictable and complex
nature of information security threats, the Government has put
in place the necessary institutional building blocks. Amongst

the measures taken so far is the establishment of the Ethiopian
Information Network Security Agency.

In addition to this CERT will also be established at the national
level, in all critical infrastructures and government agencies that
will serve as single point of contact for coordination of incident
information security issues.

The Government will further commit itself to make the

3.2. PRI £CUS VALY necessary changes to the existing institutions as well as make
U-A9° P3N ARTT LU AN Poo b CS new arrangements as and when the need arises to facilitate
hZ' A0 hé.909° 2C O-THePH TARLTa} av0dT implementation of the policy
PRLY ART NCPTT PNGT0T LI AAOTor: 3.2. Role and Responsibilities
Hen769° Y 700G hAY® APE N FSCAT S .

N . All government institutions and agencies have the duty to
popmmy®  PRICCOLVNT LUl PN TENC” . " . HEE :
i 3 " T implement this policy and to perform other activities in relation
P 3RET  PortNC VALY £aTo to the implementation of this policy based on their mission. In
addition to this, they have the duty to formulate and implement
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information security policies and programs inconformity with
this policy and international standards. While the priority and
focus of the programs may differ based on the specific needs and
missions of each institution, the following security components
should be considered as minimum requirements.

Organizational information security policy,

Communication and operation management system,

Access control (logical, physical and administrative),

Develop human resource management system in the way to
ensure information security,

e Risk management system,

e Physical and Environmental Security.
e Assct classification and control,

e Systems acquisition, Development.  Purchasing  and

Maintenance,

e Business continuity management,
e Information Security Incident Management and disaster

recovery system,

e Information Security Management, and
e Compliance with laws and regulations.

National Information Security policy






